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BACKGROUND

In 1991, the Joint Logistics Commanders (JLC) established the Harmonization Working Group
(HWG), congsting of 50 individuals from the software community, to develop a replacement for the
Defense System Software Development and Documentation Standard, DOD-STD-2167A (2167A)
[1]. The HWG was tasked with four basic objectives. Theinitia objective of the HWG was to
develop a standard which would resolve the concerns and issues cited by users of 2167A. An
additiona objective of the group was to merge the existing DOD Software standards, such as DOD-
STD-7935A (AIS Documentation Standard), DOD-STD-2168 (Defense System Software Quality
Standard), and DOD-STD-1703 (Nationa Security (NS) Product Standard), into one single
development standard which would cover dl of DoD. Thethird objective of the HWG was to ensure
compatibility with current DoD directives, ingructions, and other standards, and findly the HWG was
tasked to develop a standard which would serve as the basis for the US implementation of gpplicable
portions of International Standard 12207 (ISO/IEC 12207). 1SO/IEC 12207 isthe
current commercid standard for the entire software life-cycle process, which includes the acquisition,
supply, operation and maintenance processes [2].

Asaresult of the HWG s efforts, MIL-STD-498 (498), the current Software Development
and Documentation standard, was completed on August 15, 1994. 1t was approved by the Office of
the Secretary of Defense on November 8, 1994 for an interim period of two years[3]. At the end of
the two year period, it is planned that acommercia standard based on 498, |IEEE 1498/EIA 640
(Indtitute of Electrica and Electronics Engineers/Electronics Industries Association), will be available.
The US Navy and the US Air Force have issued service-wide waivers permitting 498 to be invoked on
al contracts. Thisissue paper will address the changes anticipated due to the use of 498.

DISCUSSION

Provided below isaligt of the 20 key issues/shortfalls associated with utilizing 2167A
and its Data Item Descriptions (DIDs) that 498 has attempted to address [4].

1) Removal of the percelved waterfal development process preference

2) Improved competibility with ADA and other object oriented methods

3) Removd of the emphasis on preparing documents

4) Accommodation of Computer Aided Software Engineering (CASE) tools
5) Improved links to system engineering

6) Improved usage of management indicators

7) Pre-tailoring by software category

8) Improved coverage of modification, reuse and reengineering

9) I ncreased emphasis on software supportability

10)  Improved evauation and review criteria



11)  Claification of the distinction between requirements and design

12)  Improved coverage of database development

13)  Elimination of the SW qudity assurance vs product evaluation confusion

14)  Improved usage on dataintensve sysems

15)  Claification of the gpplicability to “in-house” development and subcontractors

16)  Deveopment of amechanism which dlowsfor software to be ordered viaa
CDRL

17)  Claification of software configuration management

18)  Improved compatibility with incremental & evolutionary development methods

19)  Himination of incondgtencies and holesin the Data Item Descriptions (DIDs)

20)  Decreased dependence upon formal reviews and audits

The generd consensus among the software community is that 498 corrects the problems
identified with 2167A, and reflects and/or accommodates many of the state- of-the-art advances being
made in software development [5]. 498 dlows for deletion and modification of non-gpplicable
requirements set forth in 2167A.. It encourages the use of computer aided software engineering (CASE)
technology and no longer explicitly mentions certain activities set forth by 2167A (such as Forma
Qudification Test), dthough similar types of activities are described. The new standard is gpplicable to
different types of systems (AIS, MCCR ...) and encourages the reuse and reenginesring of exiding
software, to include existing design, architecture and coding. The emphass on forma documentation is
removed, alowing for the contractor to provide information in the format gethered within the facility.
Thisis evidenced by the reduction in Data Item Descriptions (DIDs) from the previoudy mandated 52 to
the current quantity of 22. The conversion from “preparing documents’ to “defining and recording”
information is emphasized as one of the greatest possibilities for cost savings. 498 dso requiresa
process improvement system, such as that devel oped by the Software Engineering Indtitute. Stress testing
(i.e., testing the software until it fails) is replaced by arequirement to specify system and software
behavior at and beyond the expected limits of the software. Basically, 498 dlows the “ developer” to
determine what the devel opment gpproach should be, while protecting the “ acquirer” by specifying
performance requirements. More detalled discussions of each of the twenty issues cited above and the
associated implications of these changes can be found in Attachment A.

Since 498 was designed to be tailored and does not provide a* default” development
process to follow, the skill level required to useit is consdered to be higher than that required to
utilize the old standard. A spokesman at the US Strategic Command J66 Program Office
stated that the new standard “requires more mature devel opers and more trust between acquirer
and developer” [6]. He goes on to Sate that "they anticipate working with developers thet are
stable and have atrack record” [6]. The Department of the Air Force Science and Technology
Support Center recommends tailoring the level of documentation and forma review to the
contractors specific strengths and weaknesses, but only for those contractors considered to be
SEl Leve 3 or higher [7].
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IMPACTSTO DATE

The AF s Software Technology Support Center states that program specific
management documentation may be reduced by up to 64% due to the utilization of 498 [7].
Based on the REVIC cost model, where documentation accounted for seven percent of the
software development effort (SDR-FQT), this trandates into an approximeately five percent
reduction to the overal development effort. However, this only addresses the * potentid”
savings due to data reductions, vice actua program savings. Although the October 1995
CROSSTALK does cite afew examples of ongoing programs which are utilizing 498 to
upgrade or develop database documentation [6], the NCCA SW team is not aware of a
completed embedded program which adhered to 498; however, there are afew which are
scheduled for completion by the end of caendar year 1996. NCCA'’s literature search failed
to uncover any other quantitetive assessmerts, based on ether engineering judgment or
historical data, of the impacts of 498.

Provided below is a synopsis of one project’ sfird time and ongoing “guditaive”
experience with the gpplication of 498 [8]. The program consisted of &) two Configuration
Items (Cls), b) reused and COTS software, ¢) two non-waterfdl life cycle deveopment modds
for the Cls, and d) adedre to minimize time wasted in treditiona forma reviews and forma
documentation, yet assure a maintainable sysem. The program office identified the four arees,
detalled below, which it fet would be most impacted by the implementation of 498: 1)
Integrated Product Teams, 2) Reviews, 3) Documentation, and 4) Development Approach.

Integrated Product Team

The acquirer has encouraged a poditive |PT aimosphere. An aggressive
independent verification and vaidation (IV& V) agent was assigned to help review
the ddliverables and periodicdly vist the developersin “working sessons’. This
gpproach provides for timely and condructive criticism, but it has dso caused an
increase in the effort expended in communication, resolving problems, and making
the software development visible. Since the acquirer was not willing to ringuish full
control and vighility, additiona planning and oversight activities have been required.

Reviews

Periodic reviews were agreed upon by both the acquirer and developer, typicdly at
gx wesk intervas. Although the materid requires less than traditiona formdity and
preparetion, there is dtill an issue with expectations from both Sdes. The acquirer,
familiar with traditiond reviews, still expects completed products. Operationdly,
these reviews il 1ook like formal reviews. Materias are required in advance,
minutes are taken and action items are tracked. So in essence, these informal
reviews have consumed nearly the same preparation and presentation time as
traditiond reviews, and because they are more frequent, ultimately more effort
overdl.
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Documentation

Since plans are the only deliverables “formally approved” by the acquirer, they have
been subjected to alarge amount of scrutiny. For supportability reasons, the
acquirer isinterested in other development documentation generated as a record of
design decison making. Additiona corfiguration management provisons have been
taken to assure that al software products, not just source code, are managed and
controlled. Even the developer’ s notes, that support design decisions, are carefully
controlled. Therefore, the effort associated with delivered documentation seemsto
have increased.

Development Approach

The developer has the flexibility to tailor development activities. In this case, non
waterfal activities such as reengineering and rapid prototyping were planned before
or in pardld with requirements engineering. Also, the SW quality assurance team
works with the development team during the development of software products,
rather than acting as agate a the end. The developer till needsto develop plansin
advance, and they still must be documented.

Summary

To successfully execute a development effort using 498, the organization should have

standard processes, tools and methods aready in place and prior tailoring experience.
If an organization does not have a clearly defined and mature development process as
well as prior talloring experience, the risks of increasing effort, or worse, delivering a
product that does not meet requirements, is grest when utilizing 498.

RECOMMENDATION

Based on the genera consensus that 498 requires a mature devel opment processto be
successful, NCCA recommends that no reduction be taken for MIL-STD-498 unlessthe
contractor’s performance a an SEI level 3 or higher has been demondtrated (by some
methodology other than sdf-assessment) and he has dso demongtrated a savings soldly due to
the utilization of 498 on &t least one previous software devel opment effort.

As higtorica data becomes available, the NCCA SW team will periodicaly revisit and update
this recommendation.
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